
 

 
 
 
 

 
 

 
IS PC01 rev.1 
Pag. 1 / 3 

This document is the property of MER MEC S.p.A. and is protected under Italian copyright and intellectual 
property laws. The recipient is not allowed to copy the following. 

 

Information Security Policy 

The Top Management of MER MEC S.p.A. wishes to implement and support an Information Security 
Management System in compliance with UNI EN ISO/IEC 27001:2022 in order to ensure: 

• Confidentiality - access to information only to duly authorized subjects and/or processes;  
• Integrity - safeguarding the consistency of the information from unauthorized changes; 
• Availability - ease of access to necessary information; 
• Control – assurance that data management processes and tools are safe and tested; 
• Authenticity - reliable source of information; 
• Privacy - assurance of protection and control of personal data. 

To this end, the Top Management undertakes to: 
 
Context of the 
organization 

Analyze and review the Context in which the Organization operates, identifying 
external and internal factors, interested parties and their needs and expectations 
relevant for information security purposes. 

Leadership and 
Commitment 

• Promote the culture of information security and respect for privacy  
• Ensure the integration of ISMS requirements into business processes  
• Ensure the availability of sufficient resources for the planning, implementation, 

organization, control, review, management and continuous improvement of the 
ISMS  

• Ensure that the ISMS achieves the expected results 

Organisational 
structure,  
roles and 
responsibilities 

Define an organizational structure that, through the assignment of roles, authorities and 
responsibilities, ensures the effective application, maintenance and improvement of the 
ISMS over time. 

Risks and 
opportunities 
analysis 

Implement a systematic process of analysis and periodic review of Risks and Opportunities 
structured in such a way as to: 

• Identify the risk factors that generate threats and opportunities; 
• Analyze and weigh the risks including those related to the loss of confidentiality, 

integrity and availability of information; 
• Define risk criteria to guide decisions aimed at minimizing negative effects and 

achieving opportunities; 
• Implement risk management plans and evaluate their effectiveness. 

Objectives 
definition 

Define objectives in order to guarantee the confidentiality, integrity, availability, control, 
authenticity and privacy of information, periodically checking the status of achievement. 

Awareness and 
competence 

• Ensure that the staff involved are aware of the importance of their contribution to 
the outcome of the ISMS, promoting the culture of information security. 
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• Ensure that the staff are competent in their activities through: 
o Information and sharing of corporate objectives and strategies; 
o Specific training on the contents and applicability of the ISMS and on the 

correct application of the policies and procedures defined therein; 
o Motivation and incentive; 
o communication to the various organizational levels of the achieved results. 

Communication Define, regulate and implement appropriate internal and external communication 
processes, in order to ensure the effectiveness of the ISMS processes and the proper 
involvement of staff and interested parties. 

Operational Control Define, implement and control the appropriate operational processes necessary to 
minimize risks, pursue opportunities and ensure the achievement of information security 
objectives. 

Performance 
evaluation and 
continuous 
improvement 

Periodically evaluate and review the performance of the ISMS, adapting it to 
legislative, regulatory, technological and organizational changes as well as to the 
changing needs and expectations of customers, guaranteeing continuous 
improvement. 

All personnel of MER MEC S.p.A., at any level, according to the authorities and responsibilities received, 
are responsible for the timely application of the requirements contained in the respective Information 
Security Management System. 

True and faithful copy of the Italian Version 

Monopoli, ________  
_____________________________ 

 
Ruggiero Delcuratolo 

MERMEC Group Managing Director  

23/12/2025
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